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computes g,(f:)é IS Vg (Ht,:z:f’k)) ~VQ(0,),
and sends gtz) to the parameter server.

Byzantine SGD

F'is called a Gradient Aggregation Rule.
For instance, averaging can be used:

F(ggl)’ e vgzgn)) = 5 Do gy)

In the presence of Byzantine workers, a
more robust aggregation is performed,
with a Byzantine-resilient GAR such as:
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The parameter server aggregates the gradients with
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But there are effective attacks...

Distributed momentum

standard
formulation

Instead of G, = Zut—uF< (D . én))‘/

State-of-the-artattacks & J5ini frriom the protocol

Let £ € R>¢ and a, € R? an "attack" vector, both depending on the attack.

With this family of attack, each Byzantine worker sends the same Byzantine
vector g, + ca, , where g, is an approximation of the real gradient V@ (6,).
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https://github.com/LPD-EPFL/ByzantineMomentum cross-accuracy of the 5 runs without attack. Each run is seeded for reproducibility purpose.
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